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Ephemeral ports

Ephemeral ports
Typically used for TCP or UDP clients

Also used for RPC services running on TCP or UDP (hence
the portmapper service)

Default range: 1025-5000

Highest port: MaxUserPort registry value
Exceptions in thisrange: ReservedPorts registry value
Do not appear in the registry by default
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Ephemeral ports range configuration

&' Registry Editor

Begistry  Edit “iew Fawaoritezs Help
SRS - arameters < | | Mame | Type | Data =
D Adapters 28] b gl serPort REG [DwWiORD O=00007 388 [5000] I
{:l DMSRegizteredsdapters [ab] NameS erver FEG. 57
-0 Interfaces My Damain REG_SZ hac. fr
MY Hostname REG_S5Z FEMETRE

{7 PersistentRoutes J
BEG DwORD 00000001 (1]
REG_MULTI_5Z 14331433 I -
__ __ h
A

{:l Winzock ==

{23 Performanice
ﬁ ek il
4] | B

|h-13,l ComputertHEEY _LOCAL MACHIMEMNSYSTEMYCurrentContralS eth S ervicez T cpip“Farameters
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Ephemeral ports allocation policy

Ephemeral ports usages

TCP & UDP clients typically do not specify a source
port, thus an ephemeral port is allocated

RPC services also run on dynamic ports

After system startup, RPC services typically use ports
iImmediately higher than 1024 (1025, 1026, 1028, ...)

Ephemeral ports allocation

Incremental, starting from 1025
Shared between TCP and UDP
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nc.exe: TCP/ UDP client or server

nc.exe (netcat)

Windows port of the well-known nc Unix utility

http://Iwww.atstake.com/research/tools/network_utilities/nclint.zip

Usages. TCP/ UDP client or server

I:%>C:inc —h
[vi_1@ HT1

somevhere : nc [—optionz] hostname portls] [ports] ...
inbound: nc -1 —p port [options] [hostnamel [port]

detach from console,. stealth mode

prog inbound program to exec [dangerous??]
gateway source—routing hop pointlsl, up to 8
nuwm source—routing pointer: 4. 8, 12,
this cruft
SBCS delay interval for lines szent,. ports scanned
lizten mode,. for inbound connects
listen harder. re—listen on socket close
numeric—only IP addresses, no DHS
hex dump of traffic
local port number
randomize local and remote ports
local source address
answer TELHET negotiation
UDP mode
verhose [uze twice to be more verhosel
) SEeCs timeout for connects and final net reads
zero—1-0 mode [used for scanningl
port numhers can be individual or ranges: m—n [inclusivel
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Ephemeral ports: TCP clients
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First TCP client: source port 3364/ tcp
Second TCP client: source port 3365/ tcp

Next UDP cllent 3366/ udp
o SIS

Yisrne 1922.78.186.76 22
SSH-1.29-0penSS8H_3.6.1pl FreeBSD-206830423
G

Yisrne 192.78.186.76 22
ﬁgH—i.??—ﬂpenEEH_ﬂ.E.ipi FreeBSD-20030423
b R

s CHAINDOWS! system 32 cmd.exe

C:s*netstat —anp tep 1 Find "Mo22Y
TCP 122.78.1086.144:3364 122.70.186.76:=22

C:s*netstat —anp tcp | find ":22%
TCP 192.70.1086.144:3365 122.70.1086 .76:22

|
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Ephemeral ports example

C:AWINNT\System32\vcmd. exe =]

Gz~ netsztat —an

Active Connections

Proto Local Address
TCP
TCP
TCP
TCP
TCP
TEGE
TP
TCP
uLr
unp
unp
unp
unp
unp
1HIDP

upp

b
=]

FEd Rk Ak kxR xMNDEOREERET

State
LISTENIHG
LISTENIHG
LISTENIHG
LISTENIHG
LISTENIHG
LISTEN]I MG
T.TSTENT MI(:
6.142:=135 TIME_UAIT

=
=
[
=

I 1 1 n n o n n Ch

] B E S EE

M 1@6 _142=139
B.186_.142:=1827
MIldn

.A:445

.A:1645
A:=:1646

H:-1812
H:1813
H:3456h

LM IEDEREE NNEDDEEE

HOODRERE =R ERE
"= I T T T TN TR BRRN ¥ = I = [ RAY R T O |

-A.8.1:16825
upp 127.8.8.1:1826
upr 174.VM.1¥Mb . 132137
upp 192.78.186 .142:138

PR Xk x X xRk dEIEOOEEE

llllllllllllllllllllllml 1 | B I B
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netstat bugs history

netstat bugs

NT 4.0 < SP3: LISTENING sockets not displayed

http://support.microsoft.com/?id=131482

NT 4.0: for each bound UDP socket, a LISTENING TCP
socket with the same port is displayed

http://support.microsoft.com/?id=194171

NT 4.0 and W2K: source ports used for outgoing TCP
connections are displayed as LISTENING

Windows Server 2003: no known bug...
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netstat bugs: UDP -> TCP (NT 4)

& C-AWINNTASpstem32hcmd. exe

C=s>netstat —an | find '":135"
TCP B.A.A.A:13% EN ECOUTE
TCP A.A.A.A:-135 EN ECOUTE
uDp H.A.A.8:135

C:sJnet=ztat —an {| find "":137"
B 1cCP 122781006 .143:137 EN ECOUTE
upp 1224186 .143:137

m=s *%netctat —an ' Faind ""=173F"

B 1cr 192.78.186.143:138 EN ECOUTE
unr 17£L./M.1WMb 133138

C:s>*netstat —an | find 139"
TCP 192.Y8.186.143:139 EN ECOUTE

Cos>
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netstat bugs: LISTENING bug (W2K)

% CAWINNTAS pstem32\cmd.exe - C:nc 192.70.106.76 22

I:52Cinc 192.70.186.76 22
SS8H-1.99-0penSSH_3.6.1p1 FreeBSD-28838423

5 CAWINNTASystem32\emd. exe

:\>netstat —an i find ":22"
TICP 192.78.186.142:308536 192.78.186.76:22 ESTABLISHED

ssonetstat —an {1 find “:36536"
ICP B.0.8.68:368536 H.0.8.8:8 LISTENING
ICP 192.78.186.142:38536 192.78.18B6.76:22 ESTABLISHED

Y
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W?2K3: LISTENING bug fixed

13/ 92

o1\ WINDOWS ! system32
| e i

Yisone 192.78.186.76 22
S5H-1.99-0penSSH_3.6.1p1 FreeBSD-20030423

e G WINDDWS' system32' cmd.exe

C:snetstat —an 1 find ":22"
TGP 192.70.186.144:3341 192.78.186.76:22

C:synetstat —an 1 find ":3341"
TGP 192.78.186.144:3341 192.78.186.76:22

GCavag
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ldentifying processes behind sockets

ldentifying processes behind sockets is a common
administration task

Before WXP, not possible without third-party tools

netstat -o option (XP and W2K3) + tasklist command
(XP and W2K3)

http://support.microsoft.com/?id=281336
Third-party tools

TCPview (sysinternals)
http://iwww.sysinternals.com/ntw2k/source/tcpview.shtml

fport (Foundstone)
http://iwww.foundstone.com/knowledge/proddesc/fport.nhtml
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hetstat -o option: XP, W2K3

¥:sone 192.78.186.76 22
553H-1.99-0penSSH_3.6.1pl1 FreeB3D-28838423

o [ WINDOWS' system32' cmd.exe

:nonetstat —anop tep 1 find M:22Y
TCP 192.78.1686.144:3388 192.78.186.76:22 ESTABLISHED 2852

IG:H}tasklist A1 "pid eq 2852
PID Session Mame Sessiondt Mem Usage

2852 Console 1 652 K
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TCPView
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& TCP¥iew - Sysinternals: www.sysinternals.com & |5’|5|

File ©Qptions FProcess Miew Help

| % —

Froce... | Protocol | Local &ddrezs | Remote Address | State | il

(7 Izass exe508 (il 1927010614488 ==

™ lzazs. exe:b08 (il 19270106.144:333 =~

[ Ilzazs. exe:508 (il 192.70106.144:464 ==

7 ritfrs. eme: 1502 TCF 00003014 00000 LISTEMIMG

7 ritfrs. eme: 1502 TCF 192 70106.144:3018 192 701061441025 ESTABLISHED

7 ritfrs.exe: 1502 TCF 192 70106.144:3019 192.70.106.144.1025 ESTABLISHED

7 ritfrs.exe: 1508 TCF 192 70106.144:3316 192.70.106.144:389 ESTABLISHED

7 ritfrs. eme: 1508 IDP 0000305 o

1 spoolev.exe1212 IDP 0.0.0.0:4004 o

[ svchost exe: 1976 TCR 0.0.0.0:80 00000 LISTENIMG

F svchost exe: 736 TCF 0000135 0.0.0.00 LISTEMIMG

(1 svchost exe: 736 TCF 0.0.0.0:593 0.0.0.00 LISTEMIMG

(1 svchost exe:Bod (il 0.0.0.0:1030 o

(1 svchost exe:d12 TCF 0.0.0.0:1026 0.0.0.00 LISTEMIMG

1 svchost exe:912 TCF 192 70106.144:3094  192.70.106.144:383 CLOSE il T

(1 svchost exe:912 DR 00003029 o

1 svchost exe:912 IDP 00003093 =

1 svchost exe912 IDP 127.0.01:123 o

1 svchost exe:912 IDP 127.0.0.1:3027 o

1 svehost exe:912 IDP 127.0.0.1:3028 o

[ svehost exe:912 IDP 192707106 144:123 ==

— System:4 TCF 0.0.0.0:445 00000 LISTEMIMG

— System:4 TCR 00001723 00000 LISTENIMG

| System:4 TCF 192 70106144133 0.0.0.0:0 LISTEMIMG

| Spstem:4 TCF 192 70106.144:3340 192 70.106.142: 445 ESTABLISHED

| Spstem:4 (il 0.0.0.0:445 o

— Systemn:4 (il 000017 o

— System:4 (il 192 70106144137 =

— System:4 (Hinls 192 70106144138 =~

| winlogaon, exe; 452 IDP 00003023 o

1 winz.exe: 1644 TCF 00004z 00000 LISTEMIMG

1 winz.exe: 1644 TCF 0.0.0.0:3003 00000 LISTEMIMG

1 winz.exe: 1644 IDP 000042 o

1 winz.exe: 1644 IDOP 00002002 o =
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Fport

C:AWIMNTASpstem32\cmd. exe =]

I:s2C:fport

FPort v2.8 — TCP-IP Process to Port Mapper
Copyright 2080 by Foundstone. Inc.

http: 7w _ foundstone.com

Process Port Proto Path

inetinfo 21 TCP CasUWINNT~System32sinetsrusinetinfo.exe
suchost 135 TCP CosUWINMT~system32ssuchost .exe

Systemn 139 TCP

Systemn 445 TCP

suchost 593 TCP E:\l-lIﬂ\ay&temEE\suchust.exe

inetinfo 1829 TCP (RN ) | “Sustem3d2sinetsrusinetinfo.exe
termsry 3389 TICP (RN ) | “Sustem3i2ntermspryv.exe
Systemn 3764 TCP

suchost 135 unDp CosUWINMT~system32ssuchost .exe
Systemn 137 unDp

Systemn 138 unDp

Systemn 445 unDp

lza=ss LHA unDp (RN ) | “syustem3d2slsass . exe
suchost 1825 UDP (RN ) | “Sustem3d2ssvchost . exe
suchost 1826 UDP (RN ) | “Sustem3d2ssvchost . exe
suchost 1645 UDP (RN ) | “Sustem3d2ssvuchost . exe
suchost 1646 UDP (RN ] | “Sustem3d2ssvuchost . exe
suchost 1812 UDP (RN ] | “Sustem3d2ssvuchost . exe
suchost 1813 UDP (RN ] | “Sustem3d2ssvuchost . exe
inetinfo 3456 UDP (RN ] | “Sustem3d2sinetsrusinetinfo.exe

17/ 92 Copyright Jean-Baptiste Marchand — HSC — 2003



Lack of privileged ports

Privileged ports
Used to restrict ports< 1024, typically used by TCP
servers, to system administrators

Examples: 25/tcp (SMTP), 80/tcp (HTTP), 2049/ tcp (NFS,
exception)

Windows TCP/ | P stack: no privileged ports

Any user can bind a TCP server to any port
Can be used to disrupt running services
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TCP server hijacking

TCP server hijacking

Became widely known with the release of a Windows
port of the netcat utility

http://www.insecure.org/sploits/NT.port-binding-vulnerability.html
Technical reasons.

Lack of privileged ports
SO REUSEADDR socket option

Well-known example

NT4 SMB server hijacking
NetBT (NetBIOS over TCP/ IP) session port (139/tcp)
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NT4: SMB server hijacking

SMB server hijacking

nc listener, bound to exactly the same port and address
as the SMB server

Last server (nc) receives incoming TCP connections!
i MEIE

C:s»netstat —anp tcp | find *:-139"
TCP 172.78.1096.143:139 H.A.6.8:A EN ECOUTE

C:~>*netsztat —anp tecp | find “'=139¢
TCP 172_.78.186.143:139 H.A.A_A:A EN ECOUTE
ICP 172_789.1696.143:139 H.8.8._09:8 EN ECOUTE

Cos

Mi CAWINNT\Spstem324cmd.exe

Bc: >nc -1 —p 139 —s 192.70.196.143
ii D CKFDEMECFDEFFCFGAAAAAAAAAAAAAAAA FDEFFCFGEFFFFCCACACACACACACACAARA

Con
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1S5 hijacking

1S5 HTTP service

Bound by default to 0.0.0.0:80
Lack of privileged ports

A second TCP server can be bound to 80/ tcp
Using a specific IPv4 address (with SO REUSEADDR)

TCP connections to the specific IPv4 address

Received by the second TCP server
Not 11S5!
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1S5 hijacking: example

nc listener receives HTTP requests, hijacking 1S5
HTTP service

i =18 x|

I=~>netztat —anp tcp Find 'H#8"
TGP B.A.0.8:-8d B.A.A.8:Q LISTENING

I=“>netstat —anp tcp | find "8@"

TP A A QA A-RA A ARAQA:-A LISTFNTHNR
ICP 192.78.186.142:88 A.0.8.8:8 LISTENING

| -

E:"t"'.l.l"IHHTkSystemEE"mmd.eue -Conc -L -p80-=192.70.106.142

J1:~>C:nc -L —p 80 —s 192.70.106.142
GLEL ~ HLIF-1.1

Ho=st: 192.70.186.142:8A

Uzer—Agent: Mo=illa~s5.8 <(H11; U; FreeBSD i386;:; en—-US; rv:ol.4db) Gecko- 20830687 Mo
2illa Firebird-B.6

Accept: textsxml.applicationsxml,applicationsxhtml+xml.text html;g=0.9.texts/plai
nsg=A.8 .video/x—mnyg ., image-pnyg . image-Jjpey. imagegif sg=0.2 .= =;g=0.1

Accept—-Language: en—us.ensg=A.5
Accept—Encoding: gzip.deflate.compress:g=H.7
Accept—Charzset: IS0-HBL?—1 utf-B;g=R._7_ *;g=H._.7
Keep—Alive: 388

Connection: keep—alive
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TCP duplicate bindings

Duplicate bindings

Two TCP servers bound to exactly the same local
address (1Pv4 address, TCP port)

Ex: 0.0.0.0:80 and 0.0.0.0:80, x.y.z.t:42 and x.y.z.t:42

Usually not supported by TCP/ IP implementations
Supported by Windows...

Question: which TCP server receives TCP connections?

Last server in NT 4.0

Random server in W2K
http://support.microsoft.com/?id=307175
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1S5 duplicate bindings

= =8| x|

:snetstat —anp tep 1 find “8@Y
TCF B.0.68.8:88 A.8.8.8:8 LISTENING

:vrnetatat —ann ten | Find YRAY

TCP A.8.8.8:808 H.8.8.8
TCP A.A8.8.8:88 H.8.8.8
SN2

8 LISTENING
8 LISTENING

[ C-AWINNTAS ystem32hcmd.exe - C:nc -L -p 80

I:~*Cinc -L —p 88

GET ~» HITP-1.1

Host: 192.78.186.142:8Q

User—Agent: Mozilla~s5.8 C(811; U; FreeBSD 1386; en-US; rv:il.4h) Gecko-200306H07 Mo
zilla Firebhird-/B.6

Accept: textsxml.applicationsxml.application/xhtml+xml.text html;q=8.7.text plai
n;g=A.8,.video/x—mnyg, image png.image/jpeyg. image  gif ;q=0.2, % #;q=A.1
Accept-Language: en—us.en;qg=A.5

Accept—Encoding: gzip,.deflate,.compress;q=0.9

Accept—Charset: ISO-8859-1,utf-8;q=0.7.%;q=0.7

Keep—-Alive: 3806

Connection: keep—alive
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Avoiding TCP server hijacking

SO EXCLUSIVEADDRUSE socket option

Introduced in Windows NT 4.0 SP4

" The SO EXCLUSIVEADDRUSE option prevents other
sockets from being forcibly bound to the same address and
port, a practice enabled by the SO REUSEADDR option; such
reuse can be executed by malicious applicationsto disrupt

the application "
Not used by all Microsoft products...

Example: 1IS 5, as seen before
In W2K

Used by RPC services listening on TCP/ IP or UDF/ IP
Used by SQL Server (1433/ tcp)
Used by NetBT driver (137/udp, 138/ udp, 139/tcp, 445/ tcp)
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SO EXCLUSIVEADDRUSE: W2K

Ea _|&] x]

I :-«~>»netztat —ano tcwo §+ Find ‘135"
TCP H.8.8.8:135 H.B.0.8:=:8 LISTENING

I:«»netstat —anv tco ! Find "139"
L 122.79.186 .142:1392 H.8.8.8:=8 LISTENIHG

I *netetat —ann ten ! Find 'V'445Y
TCP A.0.0.H:445 B.8.8.8:8 LISTENIHG

C:AWINNTASystem32hcmd. exe _ O]

T= "2 —T. —n i3I0
Can't grab B.W_A_.A:135% with bind

T=%2Cine —T. —n 135 —= 192 A _ 106 _1432
Can’t grab 192_.78.1086.142:135 with hind

Tz =T, —m 139
Can't grab B.8.8.8:139 with bind

IT=%Cine —L —wm 139 — 192 _7A_106_.142

Can't grab 122.789.186.142:13% with bind

T=w>Cine —T. —n 445
Can't grab B.0_A.A:445 with bind

I:~>C:nc —L —o 445 —s 1922 _78_.186.142
Can't grab 192_7A.106_.142:-445 with hind

I:=%2>
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SO EXCLUSIVEADDRUSE: afd driver

Winsock API

Implemented by the Afd driver

Creates TDI file objects to represent TCP or UDP sockets

SO EXCLUSIVEADDRUSE socket option

Correspondsto a NULL value for the ShareAccess parameter of the
ZwCreateFile() function used to create TDI file objects

DisableAddressSharing registry value: global protection,
when set to 1

" Registry Editor
Beoistry  Edit Wiew Favortes Help

{:l adpulE0m | | Name | Type | Data

=0 AFD 1 |[ab] [Defaul) REG_SZ [value nat sef]
L0 Enum REG_D'WORD 000000001 (1)
l:l Securty

- L Parameters

L et ara hl
H I Kl |

|h"|_'.-' ComputersHEEY_LOCAL _MACHIMESSYSTEMACunentControlS efs5 ervices\ AF DY Parameters

| 54
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SMB/ CIFS

SMB/ CIFS introduction

SMB transport

SMB implementation

SMB administration

SMB as transport protocol: DCE RPC over SMB
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SMB/ CIFS: introduction

SMB/ CIFS
SMB: Server Message Block protocol

Network protocol behind Windows networking
Ressources sharing (files and printer)

Renamed by MSto CIFS around 1996/ 1997
Common Internet File System

Frequently confused with NetBT (NetBIOS over TCP/ IP)
NetBT isonly a transport protocol for SMB/ CIFS

Proprietary protocol, mostly documented by the work of the
Samba team (open-source SMB/ CIFS implementation)
Reference documentation: Implementing CIFS, written by
Christopher R. Hertel
http:// www.ubigx.org/ cifs/
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SMB transport

SMB transport

Before W2K: SMB typically carried into NetBT
NetBIOS over TCP/ 1P:139/tcp
W2K > : SMB can be carried directly into TCP

NetBT layer removed
nbss pseudo-header maintained for backward compatibility

Raw SMB transport: 445/ tcp
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SMB transport: NT 4 vs W2K

Bl / 92

SMB SMB
NetBT
TCP (port 445)
TCP (port 139)
Windows NT Windows 2000 >
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SMB NetBT transport: on the wire

MNo. . [Time S0UrCe Destination Protocol  |{Info
23 1,771828  192,168,1,3 192,168,1,1 TCP 29089 » 139 [SYN] Seq=2919563613 Ack=0 Wir=16384 Ler=0 MSS=1450 WS=0 TSV=120330R877 TSER=0
24 1,771913 152,168,1.1 192,168,1,3 TCP 139 » 29089 [SYN, ACK] Seq=270R343405 Ack=2919563614 Uin=17520 Len=0 MGS=14R0 15=0 TEY=0 TSEF
25 77 192 168 1.3 197 168, 1.1 JLP 29089 > 139 [ACK] Seq=29195R3R14 Ack=270E34940F Win=17376 Len=i TSV=1203306477 TSER=0
26 2,0062% 152,168,1.3 192,168,1,1 NBS5 Seszion request, to *SMBSERVERCZ0Y from GARBAREKCON:
& 2,006428 192,168,1,1 192,168,1,3 NB55 Positive session response

28 2,027680 132,168,1,3 13,165,1,1

IHJ | k)

Frame 28 (234 butes on wire, 234 bytes captured)
Ethernet [T, Srcy 00:60:08:b3:07:08, Dats G2+hds08:fd:chify
Internet Protacol, Sre Adde: 192,168,1,3 (192,168,1,3), Dst Addrs 192.168.1.1 (192,168,1,1)
Transnission Contral Protocal, Src Ports 29089 (29089) Seqs 2919563630, fcks 3706349410, Len 168
1 & NetBI05 Seszion Service
Message Type: Session message
Flaga: (i
Length: 164
SHE (Server Message Black Protacol)
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Raw SMB transport: on the wire

Nn ITn'ne ‘Snu J B MDE“stinatinn !F‘ ool ‘m

10,0000 132, 158 1 1 132,168,1,42 ICF R ) 45 [STH] SEq L5138 foke) VineL6384 L) O5:L4G)
30,0400 152,168,142 132,168,1,1 ICF 445 > 1153 [S, ACK] SeqL31276060 Ack=1415221913 Nin=L7520 Len=) HA5<1460

40,0402 192,168,1.1 192,168,142 I(f 1153 5 445 [CK] Seq=1415221913 Ack=1912760861 Nin=17520 Len=0
b 0,043 1%2,168,1,1 152,168,142 Rl Negotiate Protocol Request

? 0, 0954 192 lEE 1 42 192 158 i 1 il Neaotiate Protocol Response

H Frame 5 (191 hgtes an vire, 191 hgtes captured)
B Ethernet, 11, Sroy 52454205 fdechefd, Dete 00:50:56:40+40:5e
Internet Pratocol, Src fddr: 192,168,110 (192,168,1,1), Dst Addr: 192,168,1,42 (192,169,1.42)

Trangnission Cantrol Protocal, Src Port: 1453 (1053) 4 Dst Ports 445 (44500 Seqt 1415221813, fck: 19127R0%6L, Lent 137
B et BI05 Session Service

Hessane Tupe! Session nessage
Length 133
B {Server Message Black Pratocol)
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SMB implementation

kernel-mode drivers

Client-side: redirector
rdr.sys (NT), mrxsmb.sys (W2K and >)
Server-side: server (srv.sys)

User-mode services

lanmanworkstation: redirector configuration
lanmanserver: server configuration
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SMB implementation: drivers

£!" Registry E ditor
Begstrp  Edit Miew Fawarte: Help

&|{:| MOAC _‘_I MName | Type | Data :I
SO e [ab] Description REG_SZ MFSME
13 MRS mh 3] DisplayName REG_SZ MRXSME
r Pnum Ir= ) E@Ermrﬂunlml REG_DWwWORD 000000007 1]
| o Bl roup REG 57 ook
ril{__—l MSOTC 4 E‘jlmagepath REG_ExPAND.. [ Svstem3\DRIVERS \mrsrnb.ays
& Qi | oE8 Biac, AT -
4] | 3 4_? i | r
|My ComputersHEEY LOCAL MACHINEASYSTEMACurmentContralS ety Services\MB =S mb ]

£!" Registry E ditor
Begstrp  Edit Miew Fawarte: Help

&]i__—l Spooler _‘_l Marne | Type | [iata -
= avm E‘_’j[Default] REG_S5Z [walue not zet)
E‘ﬁj Drezcrption REG_52 S
i HILIT Hir
e —— L‘_{’:]Dlsplayl‘\lame REG_5& Srw
: e &l L iie| ErorContral REG_DWwORD Ox00000001 1) e
&.1_1 I;sjhd P 2B Group REG_5Z i
= - E"‘jlmageF‘ath REG_E=PAMD... §System2d2\DRIVERS are avs -
i +-1 71 Strare = !
] | k ﬂ 1 r
[My ComputersHEEY_LOCAL MACHINENSYSTEMACumentContolS et ServiceshS 7
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SMB implementation: services

& Registry Editor
Begstry  Edit “iew Fawvaortes Help

Shares ;I M amne | Type | Data -
ablDefault] | REG_57 [value nat set]
| Dezcrption REG_5< Provides network, connections and communications. I
""" E Linkage [ DrigplayM arme Hﬁ Workstation
;""D WetworkFrovider %) EnorControl REG_DWwWORD 0+00000001 [1] -
g g:r;:::}tlers Gruup REG_S< Metwark Provider
ﬁ brtfdc = ImageF‘ath REG_E=PAMD_S&  ZSpstemBoobX\System32\services. exe —
<] | _l_I <« | _I‘I
|My ComputersHEEY _LOCAL MACHIMESSYSTEMA\CurrentCantrolS ethS ervices\lanmanwork station i

& Registry Editor

Begstry  Edit iew Fawvartes Help

;I M ame | Type | Data -
BiEmeles EInEEIE HEG 52 [value not set]
(] DefaultGecurity e ab] Description REG_5< Provides RPC support and file, print, and named pipe sharing.l
g E_nzm ab| [izplayM ame REG_5Z Server
MD " E'E'E; EnarContral REG_DWORD  0x00000001 (1) |
parameters ImagePath REG_E=PAMD... XSpztemBootZh\Spztem32hzervices. exe
[ Security L
= ObjectMame REG_SZ LocalSystem —
{71 Shares
<] T |0 | :
|My ComputersHEEY _LOCAL MACHIMESSYSTEMACurrentCantral5 ethServiceshlanmanzerver i
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SMB bindings

SMB bindings

Per network adapter

Client-side: Client for Microsoft Networks
Server-side: File and Printer Sharing for Microsoft Networks

Configuration

GUI: network adapter properties
CLI: net config rdr, net config srv
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SMB bindings: GUI

Local Area Connection Properties EHE3

General | Sharing I

Connect uzing:

I B3 Realtek RTLE029(45]-based PCI Ethernet Adapter

Components checked are used by thiz connection:

I Cliert for Microzoft Metworks I

0
@ File and Printer Sharing for Microzaft M etwarks
W & Tntermet Frotocal [TLEAR]

Install... | Urirztall | Fropertiez

— Description

Alloves other computers to access resources on Your compuker
uzing a Microzoft netwark.

[ Show icon in taskbar when connected

Ok Cancel
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SMB bindings: CLI

C:»Documents and Settingssjbminet config rdp
Computer name ““FEMETRE

Full Computer name FENETRE.hsc .fr
User name Jhm

Workstation active on
NethiosSmh (ABHABARBAAAA)
MetBT _Tcpip_<33227EBB-55A3-49EA-823D-51836B278EFD> <(BUA1B2A495B2 >

C:»Documents and Settings>jhm>net config sru
Server MHame “~FEMET RE
Server Comment

Software version Windows 2000

Server is active on
MetBT_Tcpip <{33227VEBB-55A3—4?EA—-823D-51836B?Y8EFD> (HUA1BZ2a4?5h2>
MetBT _Tcpip_<33227EBB-55A3—42EA—-823D-51836B2?78EFD: <(A8A18Z2a495h2>
Methio=5mbh <HUHHAAARAHAH >
Metbhio=5mbh <(HUUHAAAABMHHOH >
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SMB transport configuration

NetBT transport

Advanced TCP/IP Settings BE|

IP Seftings | DN~ WINS | Optians |

=fINS addresses, inorder of use:

[f LMHOSTS lookup iz enabled, it applies to all connections for which
TCRAAP iz enabled.

[ Enable LMHOSTS lookup e B BN ES

* Epable NetBIOS over TCRAP
" Dizable MetBIOS over TCP/P
" Usge NetBIOS setting from the DHCP server
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NetBT: NetBlIOS names

NetBIOS names

Name suffix identifies nature of the service

< 00> : redirector service, < 20> : server service

C:xrnbtstat —n

Local Area Connection:
Mode IpAddress: [192.78.186.1311 Scope Id: [1]

MetBIOS Local Hame Table

Mame Status

ADGHMZBA3 <BA> | UNIQUE Registered
AD <HB> GROUP Registered
AD £1C>  GROUP Registered
ADGHNZBAA3 <28> | UNIQUE Hegizstered
<1B> UNIQUE Registered
<1E> GROUP Regisztered
<1D> UNIQUE Registered
--_ MSBROUWSE__ .<#1> GROUP Registered

41/ 92 Copyright Jean-Baptiste Marchand — HSC — 2003



SMB transport: raw SMB

raw SMB transport

Global device: NetbiosSmb
Created by the NetBT driver

Can not be bound/unbound to a specific network adapter

SmbDeviceEnabled registry value

&' Registry Editor

Beqgiztry  Edit “iew Favortez Help

l {:I MetBI0S ﬂ M ame | Type | Data ﬂ

=3 L0 NetfT .Sesslnnﬁeepﬁlwe HEG DWIIIFID 040036e=A0 (3600000]

L -.[_ 7] Enum

;----{“_‘I Linkage Sml:uDew::eEnal:uIed HEG DwnHD nxnnnnnnnn (]

a F'aran'!eters B TranzportBindM ame REG Gz \Device)

] Security b hl
4] 3 4| 3
My ComputersHEEY _LOCAL _MACHIMESSYSTEMY CurentControlS ethServicez\MetB ThParameters 5;;
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SMB transport choice

raw SMB preferred over NetBT transport

If both transports are active, the redirector resets the
TCP connection to port 139 (NetBT)

{&@ The Ethereal Network Analyzer

File Edit Capture Display Tools

Ma. . JTHﬂE |Suurce IDesﬂnaﬁnn IPrchul hnﬁ
1 0.000000 192.168.1.1 192.168.1.5 TCR 3016 > microsoft-ds [SYN] Seq=2297817578 Ack=0 Win=55535 Len=0
2 0.004045 192,1658.1.1 192.188.1.5 TCF 3017 > nethios-ssn [S¥N] Seq=2297664583 aAck=0 win=65535 Len=0
3 0.012497 1%92.168.1.5 152.168.1.1 TCF microsoft-ds > 3016 [SYM, ACK] Seq=31l73792251 Ack=229761l757%9 win=1752C
4 0.01271a 162.168.1.1 1592.148.1.5 TCF 3016 > microsoft-ds [ACK] Seq=22%97817579 Ack=3173792252 win=485535 Len=
5.0.013908 192.188.1.5 152.168.1.1 TCF nethios—-ssn > 3017 [S¥H, ACK] Seq=3173831863 Ack=2207664584 win=1l7520
50014099 192, AP o 3017 > nethios—-ssn =2 207¢ k=229 7EEL 554 Win=0 Len=0
7 0.016364 192,168.1.1 192.168.1.5 SMB Megotiate Protoco]l Request
5 0.033408 192.168.1.5 192.168.1.1 SME Megotiate Protoco] Response
G 0.231977 192.168.1.1 192,.148.1.5 TCP 3016 > microsoft-ds [ACK] Seq=22976l7716 Ack=3173792341 win=565446 Len=
10 2.450655 162.168.1.1 192.163.1.5 SME Session Setup Andx Regquest, MNTLMSSP_KMEGOTIATE
11 3.457358 192.168.1.5 192.168.1.1 SMEBE Session Setup Andx Response, WTLMSSP_CHALLEWGE, Error: STATUS_MORE_PRC
12 3.459591 192.168.1.1 192.168.1.5 SME Session Setup Aandx Request, NTLMSSP_AUTH
13 3.468862 19%92.168.1.5 192.1858.1.1 sSME Session Setup andx Response
14 3.460824 1062.168.1.1 192.168.1.5 SMB Tree Connect Andx Request, Path: “%192.168.1.5%IPC%
15 3.472588 192.168.1.5 1592.168.1.1 SME Tree Connect Andx Response
15 3.590968 192.168.1.1 192.168.1.5 TCP 3016 > microsoft-ds [ACK] Seq=22978l8202 Ack=317379278l wWin=65006 Len=
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SMB key concepts
SMB key concepts

Share: group of shared ressources

Files share

Ex: administrative shares (C$, ADMINS$)
Shared printers
|PC$: special share

Gives access, over the network, to named pipes
SMB session

The SMB protocol is session-oriented
A SMB session starts with authentication

Use of a network authentication protocol
(NT)LM

Kerberos
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SMB session: examples

45/ 92

I

192, 70,106,143

File Edit Capture Display Tools  Help
ERE
g) 58] x |@| S| [0| ¥ D|HE
Mo, , | Time source Dastination Frotocol | Info
28 2.027880 192,168.1, 192,168,1.1 ShE Megotiate Protocol Request
29 2.028020 192,168,1, 192,168,1.3 SMB Megotiate Protocol Response
31 4,13269% 192,163,1, 132,168,1,1 SME Sezzion Setup And¥ Request, User: WYGROUPJEM
322 4,130047 192,168.1, 132,168,1.3 SHE Seszzion Setup Andd Responze
33 4,137370 192,168.1, 192,168,1.1 SME Tree Connect And¥ Request, Path: “\192,168,1.1CAPS
24 4,137807 192,168.1, 192,168,1.3 SMBE Tree Connect Andf Responze
3h 4,150084 192,163,1, 132,168,1,1 SME Check Directory Request, Directory: ™
36 4,150319 152,168, 132,168,1.3 SME Check Directory Response
28 B,B249312 192,163, 132,168,1,1 SHE Upen And¥ Pequest. Path: “cifs,txt
39 B,B2h423 192,163, 192,168,1,3 SME Open And¥ Rezponse, FID: OudO00
File Edit Capture Display Tools Help
)
Mo, . |Time Source Destination Frotocal | Info

B 0004250 192,70,106,149 192,70,106,143 SHE Megotiate Protocol Request

7 0,007683  192,70,106,143 192,70,106,145 SME Megotiate Protocol Response

8 0,011338 192,70,106,149 132,70,106,143 SHE Seszion Setup And) Request. MTLWSSP_MEGOTIATE

9 0014343 192,70,106,143 192,70,106,143 SME Sezzion Setup And¥ Response, WTLMSSP_CHALLENGE, Error: STATUS_MORE_PROCESSING_REQUIRED

10 6,017035  192,70,106,145 192,70,106,143 SHE Sezaion Setup AndX Request, NTLMSSP_AUTH

11 0,022452  192,70,108,143 132,70,106,143 SHE Sezzion Setup Andy Response

12 0024078 192,70,106,143 192,70,106,142 SME Tree Connect And Request, Path: “%192,70,108,1435PCH

13 0026221 192,70,106,143 192,70,106,149 SME Tree Connect And¥ Responze

18 21,231830 192,70,108,149 192,70,106,142 SHE NT Create Andk Request, Path: Slsarpc

WT Create And¥ Responze, FID: Dx4000



Using the redirector

Establishing an SMB session: use records

net use command

Ex: net use * \\unc_name\ share (cached credentials)

Ex: net use * \\1192.168.1.42\ myshare / u:jom * (alternate
credentials)

Ex: net use\\192.168.1.42\IPC$ / u: * (null session)

net use : enumerate use records in the current logon
session
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net use: examples

Cisrnet use = S5192.78.186.131D% ~Au:jbm =

b LS, R PP e e | j R R N R B - B N [

434w T -

e mme g e mm o e

Drive J: is now connected to %1920

The command completed successfully.

IE:\}HEF use \\19%.?E-iﬂﬁ:lglhngir/qE‘*'“n
l.yl.ll; l‘-JIE Pl:l.-'.‘l--'.‘l-\'ful'l.l. A LFE" -\.\J.JI-- W EF o B TR -J.JJ..'\J.J. 'Ll-;:

The command completed successfully.

Ciwrnet use
Mew connections will not be remembered.

Remote

Local

%192 _7A.1686.131~D5%
192 _YA.1686 .131~1IPC%
The command completed successfully.

T T
D=~.net se=ssions

|Gnmputer

Uzer name

192 .78.106 142

NSN192.78.106 .142

[The command completed successfulley.

78.186 .131°\D5 .

Metwork

Metwork
Hetwork

Microsoft Windows
Microsoft Windows

Client Type Opens Idle time

2008 2195
2888 2195

Windows A AR:A7:-43

Windows B BA:B6:-28



SMB server administration

Administration (net command)

Shares management: net share

Sessions management: net sessons

displays a list of established SMB sessions
can disconnect any session (/ delete)

Shared resources management: net files

displays a list of accessed local resources
can close any shared resource (/ dose)
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SMB sessions management

'G:\}net sessions

User name Client Type Openz Idle time

i AB8:88:85

IPCS

Remote IPC
users Mo limit
JEM
he command completed successfully.

User

“PIPE~eventlog
he command completed successfully.

h:\}net files 3 Aclose
Lhe command completed successfully.

h:\}net sessions “WHSC Adelete
Lhe command completed successtully.
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SMB as a transport protocol

SMB as a transport protocol

|PC$ share: gives access to named pipes over the
network

Named pipes are used to transport remote procedure
calls

DCE RPC over SMB
Named pipes are used as DCE RPC endpoints
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MSRPC

MSRPC introduction
Typical MSRPC protocol sequences

named pipes. ncacn_np

LPC ports: ncalrpc

TCP/ IP: ncacn_ip _tcp, ncadg _ip udp
NULL sessions

RPC services examples
MSRPC security
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MSRPC: introduction

Microsoft implementation of DCE RPC

Used in all versions of Windows NT, at all levels

Typical use: NT domains, remote administration, DCOM
A brief history of Windows
http://www.advogato.org/article/596.html

Transport independent
TCP/ 1P, IPX/ SPX, NETBEUI,...

SMB transport (Windows-specific), using named pipes as
DCE RPC endpoints

DCE RPC Protocol Data Units (PDUSs) are sent over named
pipes, using SMB commands
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MSRPC transport

MSRPC typical protocol sequences
ncacn_np: named pipes (using SMB)
ncalrpc: LPC (Local Procedure Calls) ports
ncacn_ip _tcp, ncadg ip udp: TCP or UDP ports

Other transports: ncacn_http (HTTP transport),
|PX/ SPX, NetBeul..
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MSRPC services classification

MSRPC services classification

ncacn_np RPC services

NT 4.0 domains
remote administration tools

ncacn_ip _tcp and ncadg_ip udp RPC services

Active Directory domains
DCOM
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Named pipes

Inter-Process Communication (1PC) mechanism
Locally or over the network (using SMB)
Implemented by a file system driver
npfs.sys (Ex: \ Device\ NamedPipes\ |sass)
Named pipes enumeration tool

pipelist (sysinternals.com)

55/ 92 Copyright Jean-Baptiste Marchand — HSC — 2003



Named pipes: W2K

C:sDocuments and Settingssjhms~Dezktopstools>pipeli=st

PipeList vi1.81
by Mark Russzinowvich
http:/2www.sysinternals.com

Pipe Mame Inztances Max Instances

InitShutdown

lzass

ntsvcs

sSCEerpc

net MtControlPipel

DhecpClient

net*HNtControlPiped
Winzock2sCatalogChangeLiztener—1aB-@
net*HNtControlPipe3

net“MtControlPiped
net“MtControlPiped
HinEuckEKQatalugGhangeLiatener—ifﬂ—ﬂ

net“HNtControlPipeh
net~MtControlPipeb
net“HtControlPipe?
net“MtControlPipeB
winreg

lls»pc

net »MtControlPipe?
net“MtControlPipeld
SecondarvLogon
Winzsock2sCatalogChangeLiztener—3180-A
atsvc
net“MtControlPipeldl
netdfs

winlogonrpc
WinzsockZ2sCatalogChangeListener—e4-—@
B pMApPEe

OLICYAGENT

EP_f8&

EP_3h4

EP_2%c
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PipeLizt vi.@i
by Mark RBussinovich
http: /v _sysinternals .com

Instances Max Instances

TerminalfServers~AutoReconnect
InitShutdouwn

lzass

protected_storage

ntsvucs

net*MtControlPipel

SCEerpc
Winsock2sCatalogChangeListener—2c4d—H@
netsMtControlPipe2
net“HMtControlPipe3d
Winzock2vCatalogChangeListener—214—0
eEpmapper

netsMtControlPiped
DhepClient
net*MtControlPipeh
net*~MtControlPipeh

wkssuc

netsMtControlPiped

SPUSUC

net*~MtControlPipe?
net“~MtControlPipe8
netsMtControlPipe?
nets“HMtControlPipelB

keyzuc

net*~MtControlPipell

netdfs

| |
o ke o o ok ok

net*~MtControlPipel3
netsMtControlPipeld
netsHMtControlPipels
net*~MtControlPipelh
net*~MtControlPipel?

winreq
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Winzock2sCatalogChangelistener—478—0

i
2
1
1
2
1
1
i
1
3
1
3
1
1
1
1
2
1
2
1
i
1
1
1
1
i
1
2
3

ko ke ok ok ke 31 5




npfs aliases

Named pipes aliases

Npfs\ Aliases registry value

\ pipe\ Isass aliases
Windows NT, 2K, XP, Server 2003: \pipe\{netlogon, Isarpc, samr}
\ pipe\ ntsvcs aliases:

Windows NT, 2K: \ pipe\ { srvsvc, wkssvc, eventlog, browse, msgsvc,
svectl, w32time (W2K only)}

Windows XP, Server 2003: \ pipe\ { eventlog, svcctl}
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npfs aliases: registry values

=0 Npfs  [EBl(Défau)  (valeur non définie)
- AR Mlieses |@¥lsass  Be 65 74 Bo BF 67 Bf Be 00 6c 73 61 72 70 63 00 73 51 6d 72 00 00
3 Enum BBintsves 73727573 766300 77 6b 73 73 75 53 00 €5 76 65 Be 74 Be Bf 67 00 62 72 6f 77...

P i T PR

Modification de la valeur binaire

Mo de la valeur &

Intwcs

Données de la valeur ;

¢." Reqistry Editor =17 %
Regiskry  Edit  Wiew Fawvorites Help
' ] H_-'I{_] MPF a | | Name | Type | Data |
= L-:] pfs aIlJI|§IZ:IEFE|I_|II:‘.I REG 57 {value not set)
A Aliases REG_MULTI 57 netlogon lsarpe samr
J—J ety C]ntsvcs REG_MULTI_SZ sryawe whkssve eventlog browser msgswve svockl w3ztime
[#-{_] MFrs

¢." Registry Editor

=181

File Edit Wiew Favorites Help
E '—_l L1 MPF ;I Marne | Tvpe | Daka
D NF'FS abl/Diefaulk) REiS_SZ {value nok sek)
T I 3‘1 lzass REG_MULTI_S5Z protected _storage netlogon lsarpe samr
~{ Enum @ntsvcs RES_MULTI 52 eventlog svectl
- MEFrs
59/ 92 Copyright Jean-Baptiste Marchand — HSC — 2003



DCE RPC remote mgmt interface

DCE RPC mgmt interface

Interface: set of related operations

management interface

Implicitly supported by any DCE RPC service
Ifids tool (Todd Sabin)

|dentification of named pipes used as MSRPC
endpoints, using ifids

Ifids -p ncacn_np -e \ pipe\ pipe hame\\ UNC name
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Ifids: named pipes endpoints

ommand Prompt

E:\Ducuments and Settings~jbm~Desktopstools>ifids ncacn_np ~pipe~Secondary
OOQON .
RpcMgmtInglIfIds failed: 1722

C:sDocuments and Settings>jbmsDesktopstools>ifids ncacn_np wpipesspoolss |
" .
Interface=z: 1

12345678—-1234—-abcdefB0—B812345678%ab vl .@

C:sDocuments and SettingssjbmsDesktopstools>ifids ncacn_np spipesuinreg [

interfaces: i
338cdd81-2244-31f1-aaaa—70060386001883 «1 .8

C:sDocuments and Settings>jbhbmsDezktop“tools*ifids ncacn_np s pilipe-epmapper

" .

Interface=z: 11
elafB83B8-5dif—11c?-71ad4@80BZhi4alfa v3 .08
BhBab584—Fedf —1icf—-adcf—BHABAST68chlbh vl 1
275281 h8-5%ca—11d8—aBd5—880aBc?B84d8851 vi. @
ebBc7?3e6—8BFf?—1lcf-—%afl1-A02Baf6e72f4 v2 A
29 fcfecd-5268—1681b—bbch—BABaaPlB21347a vA. @
h?e??e68—3d52—1lice—aaal A08AG?A1L223Ff vB. 2
di2f2d4le—cli2a—1lice—abff-B820af6eYal? vl 2
BUAPAL 36— 0E08- P88 —c H88—-B0AREBERER4: vE . @
cbfdee?2—ceYe—1idi-bhVieB8cB4fcIiilia vi.@
4d?fdah8—"Ydic—1icf-86le—BB2Bafbe?ch? vA_A
ARPA1 aB—BPBR—A0RE—cPER—ABRBREABRR4: vB@ . @

C:~Documents and SettingssjbmsDesktopstools>ifids —p ncacn_np —e “pipessamr .

Interface=z: b
12345778 -1234—-abcd—efB0-B812345678%ab vB.@
chB81d488—dB58—114d8-8c52-BAcB4rdoAfYe vl A
3219286a—hlBAc—11d8—2hal—-AbdcB4fd?2ef5 vA. B
12345778—-1234—abcd—efBA—A12345678%ac vl . @
d335h8f6—ch3il—114d8-hBf?-A06HA? 7hade5d vl .5
FE8feZc?B8—-aS42—-11d8—adef-BlaBc?862218 vl . @

C:sDocuments and Settings>jbhbmsDezktop“tools_
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ncalrpc: LPC port endpoints

"".,I'g,w:nl]hi - Sysiems Infernals: hibip:/ /wwww sysiniernals.conm

File Wiew Help

& | & |
Mame | Tvpe | Svemdink
{0 Archame P DHCPSERVERHPC Part
(@ NJ_S =P DMSResolver Part
-2 DIl P DMISERVERIPC Part
B0 Device B IProfileDialog_1 326596246F0ACE9E. ..  Port
S% ;2:;2:': P ISMSERY_LPC Part
455 RPC Cantrol (=P IUserProfile Port
-{_7 KernelObjects (P Ianpl e
-] BaseMamedobiecks (P HRPCO0000590, 00000001 Part
BB FileSystem (2 R PCO000060S, 00000001 Paork
{17 GIOBALTF gﬁ‘h:Flpl: Port
{27 ObjectTypes ﬁNTDS_TF'C Fort
{7 Security P OTEN9E0E3044F5246335C 1 ZFFD2Z5514  Port
{1 Calback P OIENAFFIC 14706401 AAZFOO7304.,,  Port
{2 KnownDlls & OIENDEZ3DD0ABEE4IFTAZOSO7EES. ., Port

gﬁ@-lEl8EDICDFE2DF4C5EBD4E~DSSDE. .. Port
gﬁD+E384BE~61468FF4BEFBE\-31E?23624? Port
ﬁCHE3ESP.?F'.F'.Q.QEDF‘I-CEFZQ#-SBEZEQZ. .. Port
ﬁDTESI 1605 Z2AZ3F498DEZDES9EF1...  Port
;;5DTE?F'.D?64?25#834EBF9F2259556. .. Port
gﬁOTEAQESSE?CAB1C4BBBA5E16C49C. .. Port
gﬁDlEBDSDEuE43E519044D?8F3?3E5FE55195 Port
ﬁD.IEEEETIF324?8F'.94E?DE52E?C?2E51 v PoOrk
ﬁD-IECZ'FJSCSDSDDF'.Sq-lF?94?P.BCF'.D. .. Port

(B SECHOGON Part
P SFoap! Paork
P W EZTIME_AAT Paork
gﬁappmgmt Part

Currently selected: \RPC Control\MTDS_tPC
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Ifids: LPC ports endpoints

C:WiANDOWS  sysdem32 cmd.exne

|E:\}ifid3 —p ncalrpc —e HIDS_LPC serveur
INLeErraces- 1o
12345778—-1234—-abhcd—efB0-012345678%ab vH.8
c681d488—dB850-11d0—-8c52-08cB4fd98f Pe vl .8
11228835 5h26—4d?4—aefb-—c3ed?5a880%de v1.8
Cehe92ch—fF4be—45c?-—2fc9-33e73e5857028 vl A
3dde?c3B-165d-11d1—-ab8f-0A8AS5f14dbh4B8 w1l . B
39219286a—bh18c—-11d8—2baB8-08cA4fd92ef5 vA.H
l1chcadV8—df3b—4934-h558-8783%ea5801c? vH.H
12345778—-1234—-ahcd—efB0-012345678%ac vl .8
ececBdYA—a6B3—-114d80-26bhl-08abBc?lecedd w2 A
16eBcfia—abBd4-11d8-26b1-BBaBc?1ecedd w2 .8
ed514235—-4hA6-11d1—-abf4-08cA4fc2dcd2 w4 .8
12345678—-1234-abhcd—efB0-01234567cffh vi. A
c?3IVEBEF1-16f7-11d8—afbhZ2-08aadfc1426a vl . B
1234567V8—-1234—-abhcd—efB0-012345678%ab w1 .8
HUEB01 3 4-0000-A080—c B0 —0B0E0ARORN4: wH. 8
18F78770-8ebd—11cf—2af1-08280afbe?2f4 vA.H
H8A8H1 31 -0080-AA0—c BB —BRBABARORH4: wH. 8
ABAB01 43 -A00-A000—c AR0—0A0ABAROAN4: vA. A

|E:\}ifid3 —p ncalrpc —e DHSResolver serveur
INTErtraces- 1L
45776h01 5956448580 428Ff 7deB12? vZ_ A

|Z:\}ifid3 —p ncalvpc —& epmMapper Seruvsur

Intertaces: 11
elaf8308-5dif-11c?-71ad-B80682h14aBf a
BhBab584—Pedf —11cf—-a3cf-HB8A5FR8chlib
1d55h526—c137-46c5—-ab??-638f2ah8e869
ebBcY3eb—8Bf?11cf—Taf1-UB820afbe72F4
?9fcfecd-5260—-181b—-bbch-HBBaaldil21347a
b?e??e6B—3d52-11lce—aaal -BHBEBGYE1293T
412f241le—clZa—l1ice—abff-BBZ2Bafhe7al?
AR 36 —HEHA-HEHE—c BHR-HEHREREURA 46
cbfleeV2—ceVe—11dl-bh71le—-B8cB4fcililila
4d?f4ah8—"dic—1icf-8b6le—HBBZ2Bafbe?ch?
AAAA1 aB—-BR0R—-BR0E—c BHR-BRHRERRUNRA4 6

AR
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NULL sessions

NULL session

Unauthenticated SMB session to the IPC$ share

Actually, authentication is realized with empty username and
password, hence the NULL session terminology

Can be used by an attacker to gather information about a
remote system

Using RPC calls over the ncacn_np transport
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NULL sessions: access control

Access controlsinvolved in a NULL session

|PC$ share connection: always (implictly) permitted
IPC$ missing in the NullSessionShares registry value
Named pipes access. named pipe dependent
NullSessionPipes registry value + hardcoded names
Runtime (RPC operations) checks

At runtime + DACL on SAM and LSA objects

Access control, using the impersonation token of the NULL
session
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NULL sessions: registry values

Registry values

NullSessionShares: sharesto which it is possible to
connect with a NULL session

NullSessionPipes. named pipes that can be opened In
the context of a NULL session to IPC$

2" Registry Editor
Registy  Edit iew Favortes Help

5] lanmanserver =] | Name | Type | Data B
~ {0 AutotunedParameter: 34] masabulen REG_DWORD (<0000 (55535)
+{2 DefaultSecuty REG DWORD 0400002000 (192]
~L3 Enm REG_MULTI_SZ WINREG COMNAP COMNODE SOLAIUERY SPOOLSS LLSRPC EPMAPPER LOCATOR TrkWhks TrksmlJ
-0 Lirkage ; REG_MLLTI S7_COMCFG DFS
:’% E'EZ:E’S ' REG_DWORD 0400000800 (2046) .
J '?'.il remm tirm e b =mboes OCE D010 COnnnnaan i I LlJ
|M y ComputertHEEY _LOCAL MACHIMEYSYSTEM Y CunentControlS ethS ervices\lanmanserversparameters 7
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NULL sessions: implictly allowed
named pipes
Hardcoded named pipes (srv.sys)

\ pipe\ {|Isarpc,samr,netlogon,wkssvc,srvsvc,browser}
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NULL session: impersonation token

NULL session impersonation token

By default, contains the EVERYONE SID

Anything allowed for the EVERYONE SID is possible in a
NULL session

Registry values

RestrictAnonymous: NT4, W2K
When set to 2, removes EVERYONE from the token
EveryonelncludesAnonymous: WXP, W2K3
When unset, equivalent to RestrictAnonymous == 2
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RPC services: NT 4.0 domains

NT 4.0 domains

Use RPC services, using named pipes endpoints

Typical named pipes
|sarpc: LSA (Local Security Authority) RPC service

samr: SAM (Security Account Manager) RPC service
netlogon : netlogon RPC service
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RPC services: administration tools

Windows administration tools

Administration APl use RPC functions

Different transports are used for a local or a remote
system

Local system: ncalrpc or ncacn_np transports
Remote system: ncacn_np transport
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RPC-based administration tools

RPC-based administration tools

server manager, services manager, registry editor,
event viewer, I1S administration, dns server, task
scheduler, certificate service, ...

Named pipes (endpoints) names identify the service

svcetl (services management), winreg (remote registry),
Inetinfo (i1s5), eventlog (eventlog service), ...

New administration tools use WMI
thus DCOM, thus RPC services over TCP/ IP
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Remote administration: example
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MSRPC security: transport protocols

Protocol sequences that can be reached remotely

A RPC service that listen on TCP/ IP can be reached
remotely

Most RPC services listening on TCP/ IP are bound to all
network interfaces (0.0.0.0)

For some RPC services, it is possible to configure interfaces
binding restrictions

http://Iwww.hsc.fr/ressources/breves/min_srv_res_win.en.html
A RPC service that listen on named pipes can be
reached remotely
If the server service isrunning and bound to a network
adapter
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MSRPC security: authentication

RPC services: authentication

ncacn_np (named pipes)

Authenticated at the SMB level (SMB session authentication)
But NULL sessions allow unauthenticated calls to RPC services

ncacn_ip tcp, ncadg ip udp

Most Active Directory RPC services require authentication

at the DCE RPC level
Bind, Alter Context DCE RPC PDUs
Legacy RPC services do not require authentication

Example: MSRPC services running in the Messenger service
MS03-043 security bulletin, vulnerability published by LSD

741 92 Copyright BeamwBapitiateiMzoosatdnt$EME-2002 - Reproduction Interdite



RPC authentication: ncacn_ip_tcp

SPNEGO authentication (NTLM or Kerberos V)
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MSRPC implementation quirks

MSRPC implementation quirks

Inside a given process, all RPC services can be reached
using any opened endpoints!
If one RPC service listens on a TCP port or a named pipe, all

RPC services running in the hosting process can be reached
using this endpoint

Even if a RPC service only listens on a local-only transport
(ncalrpc), it might be exposed to the outside

Most Windows services run in shared processes (services.exe,
svchost.exe)

thus RPC services run by Windows services can be reached using any
opened endpoint
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services.exe RPC services. example

services.exe RPC services

All RPC services running inside W2K services.exe
process can be reached, using either a named pipe or a
UDP port as endpoint
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RPC services protection

RPC services protection

RPC services exposure problem acknowledged by
Microsoft

New APIs: RpcServerRegisterlfEx(), RpcServerRegisterlf2()

Allow specification of a security-callback function, on a per-
Interface basis

Can be used to verify that the protocol sequence used by a
client is legal

Example: W2K3 Isasrv.dll: 3 RPC services use
RpcServerRegisterlfEx() with a security-callback function that verifies
the protocol sequence

Ex: 1cbcad78-df0b-4934-b558-87839ea501c9 v0.0 (dsrole)
Only reachable locally, via the dsrole LPC port
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ncalrpc vs ncacn_np

Many RPC services are locally used by Windows
components

ncalrpc protocol sequence

However, some RPC services also listen on ncacn_np
protocol sequence at the same time

Not very clear why (when RPC services are not supposed to
be reached remotely)

Example of the File Protection Subsystem RPC service

Typically a local-only RPC interface
W2K and WXP endpoints: SfcApi named pipe, SfcApi LPC port
Windows Server 2003 endpoint: SfcApi LPC port only

It seems that Windows Server 2003 RPC services choose
more carefully their protocol sequences
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MSRPC vulnerabilities

MSRPC vulnerabilities

Past vulnerabilities

MS01-041: Malformed RPC Request Can Cause Service
Failure

MS01-048: Malformed RPC Request to RPC Endpoint
Mapper can Cause RPC Service to Fail (Windows NT 4.0)

MS03-001: Unchecked Buffer in Locator Service Could Lead
to Code Execution

MS03-010: Haw in RPC Endpoint Mapper Could Allow
Denial of Service Attacks
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MSRPC vulnerabilities, cont.

MSRPC vulnerabilities

Recent vulnerabilities

MS03-026: Buffer Overrun In RPC Interface Could Allow
Code Execution

Published by the LSD research group: http://www.lsd-pl.net

Vulnerability affecting RPC interfacesin the rpcss service, which
opensthe following endpoints

135/ tcp (ncacn_ip _tcp), 135/ udp (ncadg_ip_udp),
\ pipe\ epmapper (ncacn_np), epmapper LPC port (ncalrpc)
Typically exploitable via 135/ tcp
Other vulnerability discovered
Microsoft Windows 2000 RPC DCOM Interface DOS AND Privilege
Escalation Vulnerability
Flashsky (Xfocus)
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MSRPC vulnerabilities, cont.

MSRPC vulnerabilities, cont.

Recent vulnerabilities

MS03-039: Buffer Overrun In RPCSS Service Could Allow
Code Execution

Was supposed to fix three additional vulnerabilities of RPC/ ORPC
services running in the rpcss service

Discovered by Tenable Network Security (Xue Yong Zhi and Renaud
Deraison), NSFOCUS Security Team and eEye

It seems that a denial of service attack is still possible on systems with
MS03-039 applied (as disussed on bugtraqg@ on 2003/ 10/ 10)
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MSRPC vulnerabilities, cont.

MSRPC vulnerabilities, cont.

Recent vulnerabilities

MS03-043: Buffer Overrun in Messenger Service Could Allow
Code Execution

Published by LSD

Windows Messenger service runs two RPC services, which can be
used to send popup messages over MSRPC, via UDP (ncadg_ip_udp)

In addition to the traditional SMB transport

The RPC transport was already "exploited" to send popup spam (see
http:// www.mynetwatchman.com/ kb/ security/ articles/ popupspam/)

Another specificity of the MSRPC implementation is that it is possible
to reach a RPC service listening on ncadg_ip_udp via 135/ udp

See next dide
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Messenger RPC service
(ncadg_Ip udp)
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MSRPC security: conclusion

MSRPC implementation is apparently fragile...
.. but MSRPC is here to stay

core Windows technology

Possible workarounds
Minimizing running RPC services
Using IP filtering

Including ports used by additional protocol sequences

139/ tcp, 445/ tep for ncacn_np
593/ tcp for ncacn_http
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Interfaces)
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(including SPNEGO)
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Details

http:// www.microsoft.com/ technet/ itsolutions/ network/ deploy/ depovg/
tcpip2k.asp
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Windows system
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http:// www.hsc.fr/ ressources presentations/ sambaxp2003/
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Thanks!

Thanks to people working on Windows systems
research!

Samba community
Ethereal community
Security community
You know who you are!
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Questions?

Thank you!
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